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WELCOME
TO THE SIXTH CUREX
NEWSLETTER!

We are pleased to announce the publication of
the sixth issue of the CUREX newsletter. If you are
interested in cybersecurity and privacy in healthcare,
you are at the right place!

CUREX is a 40-month Research and Innovation Action
(RIA) from 2018 to 2022 funded under Horizon 2020
focusing on producing a novel, flexible and scalable
CUREX Demonstrations (p.2)
situational awareness-oriented platform, addressing
comprehensively the protection of the confidentiality
Horizon Results Booster Activities (p.5) and integrity of health data. CUREX kicked-off in
Piraeus, Greece on 24-25 January 2019.
Events (p.6)
CUREX open online courses on
cybersecurity (p.8)
8th plenary meeting (p.9)

The vision of CUREX is to safeguard patient privacy
and increase their trust in the currently vulnerable
critical healthcare information infrastructures,
especially in cases where data is exchanged among
healthcare stakeholders within any business,
operational and systemic cross-border environment.
By leveraging novel methods on ontological
health data modelling, vulnerability discovery,
threat intelligence, cybersecurity, and privacy risk
assessment methodologies, and state-of-the art in
blockchain technologies for health data, CUREX aims
at enabling secure and authorized sensitive health
data exchange.

STAY TUNED!

PROJECT INFORMATION

START DATE: December 1st, 2018

Stay updated on all our latest
news, developments, research
and general information
regarding the CUREX project.

END DATE: March 31st, 2022

Stay tuned @ www.curex-project.eu!

CUREX: seCUre and pRivate hEalth
data eXchange
GRANT AGREEMENT ID: 826404

COORDINATOR:
University of Piraeus Research Center

This project has been funded by the European Union’s Research and Innovation Program
“Horizon 2020” under grant agreement No 826404
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SUBSCRIBE here to our newsletter!
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CUREX Demonstrations
In CUREX, three target scenarios have been identified in the project as promising fields for the applicability of
the CUREX concepts. These scenarios cover a variety of business cases and needs of the healthcare domain
that shape solutions accordingly in different cases of secure and private health data exchange. In each use case
scenario, the different functionalities of the CUREX platform are being demonstrated and assessed.
All three CUREX use case scenarios are the following:
•
•
•

Use case 1 – Data exchange for cross-border patient mobility
Use case 2 – Data exchange in remote healthcare services
Use case 3 – Data exchange for healthcare research

The three use cases evaluate the overall impact of the CUREX tools in reducing cyber risks in hospitals and care
centres and in protecting health data publishing real time cyber security and privacy scores that will enable a
realistic, reliable and verifiable “Circle of Trust” for cyber security and privacy between European Health Centres.
The validation of the three use cases performs an interconnected platform demonstration that features a TRL 6,
which corresponds to a “technology demonstrated in relevant environment (industrially relevant environment in
the case of key enabling technologies)”. Each use case pilot has been deployed in a testbed environment in the
health providers’ infrastructures.
A stack transposition of the CUREX architecture has been defined and depicted below to guide and understand
how each use case validates the different areas.

END-USERS
•

Cyber Hygiene (CH)

APPLICATION & VISUALISATION
•
•
•
•

Health Professional Application (HPA)
Patient Application (PA)
CUREX Visualisation Tool (CVT)

TRUST ENHANCING
•

Private Blockchain (PrB)

RISK MANAGEMENT
•
•
•

Cybersecurity Assesment Tool (CAT)
Privacy Assesment Tool (PAT)
Optimal Safeguards Tool (OST)

THREAT INTELLIGENCE
•
•

Optimisation Cycle

Knowledge Extraction Analytics (KEA)
Threat Intelligence Engine (TIE)

ASSET & VULNERABILITY DISCOVERY
•
•

Asset Discovery Tool (ADT)
Vulnerability Discovery Manager (VDM)
HEALTHCARE ORGANISATION’S
UNDERLYING IT INFRASTRUCTURE

FIGURE: CUREX ARCHITECTURE IN STACK FORMAT
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The four core CUREX areas of the architecture are:
• ASSET AND VULNERABILITY DISCOVERY (addressed
by the ADT and VDM tools)
• THREAT INTELLIGENCE (addressed by the KEA and
TIE tools)
• RISK MANAGEMENT (addressed by the CAT, PAT and
OST tools)
• TRUST ENHANCING (addressed by the PrB)
This stack-oriented architecture depicts the CUREX
functionality in a bottom-up perspective, starting
with the lowest area, “ASSET AND VULNERABILITY
DISCOVERY” and ending with the “TRUST ENHANCING”
area. The different areas, stacked together, follow a
bottom-up order in which CUREX will function, starting
with the asset discovery up to the Private Blockchain
(PrB). These four core areas, all together, enable the
END-USERS area and the use of the HPA/PA graphical
interface that belong to the APPLICATIONS area.
The use cases address their objectives related to the
stack layout depicted in the figure:
• Use case 1 validation objectives address the three
highest tiers (areas) of the architecture.
• Use case 2 validation objectives address the four
lowest tiers (areas) of the architecture.
• Use case 3 validation objectives address the
integration of the MyHealthMyData blockchain
network with the RISK MANAGEMENT tier (area) of
the architecture.
Use Case 1: Validation Objectives
The APPLICATIONS area is basic for Use Case 1, as it ties
together the four core lower areas of the architecture.
The END-USERS area is also important for the three use
cases since real health care professionals, both clinical
and technical users, will validate the integrated CUREX
objectives.
Use Case 1 will assess the higher tiers of the architecture,
RISK MANAGEMENT and TRUST ENHANCING that will
interact with the APPLICATIONS area. Logically, all the
other lower tires will coexist but will not be the primary
objective of this validation.
In essence, Use Case 1 will demonstrate that CUREX is
an “enabler” for secure health data transfer. All Use Case
1 application will be backed by a solid, unmodifiable,
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non-repudiable, and complete tracing of the operations,
performed by medical personnel and patients with
regards to health data transfer between different
health centres in Europe. Trust enhancement will build
a visible, reliable and traceable (demonstratable) “Circle
of Trust”.
For this specific demonstration the Puerta de Hierro
Hospital (HUPHM) will transfer an Electronic Health
Record (EHR) to the Karolinska Institutet (KI) for the
consultation of a Spanish patient from HUPHM visiting
Sweden. The health institutions will physically transfer
the EHR (externally to CUREX), with all the operations,
transactions and the security of participants requesting
the EHR being controlled, private, secure and ledged in
the CUREX PrB.
The use case 1 pilot validates the CUREX solutions
related to privacy and risk assessment, as well as other
technical aspects of the CUREX platform, such as the
blockchain layer and the end user applications. This will
be done in the context of a patient traveling abroad who
needs to visit a hospital due to an emergency situation.
Use Case 2: Validation Objectives
Returning to the CUREX architecture described in the
figure, use case 2 addresses the four main areas:
• ASSET AND VULNERABILITY DISCOVERY (addressed
by the ADT and VDM tools)
• THREAT INTELLIGENCE (addressed by the KEA and
TIE tools)
• RISK MANAGEMENT (addressed by the CAT, PAT and
OST tools)
• TRUST ENHANCING (addressed by the PrB)
The objective of this use cases is to demonstrate the
cybersecurity and privacy risk assessment functionality
of the CUREX toolkit in a healthcare environment
using remote health care services. The use case is
subdivided into two, where the first use case, UC2a,
evaluates the Risk Assessment for a Mobile Healthcare
Platform, where the patients’ devices share data with
the institute from outside of the health centre. For the
second use case, UC2b, Risk Assessment for a Point of
Care (POC) System, the patients’ devices share data
with the hospital, and the patients use the devices from
inside the hospital.
with the lower area, “ASSET AND VULNERABILITY
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Use Case 3: Validation Objectives
This scenario will evaluate the operation of the CUREX
Platform in parallel with the MyHealthMyData (MHMD)
Platform, through a data exchange scenario between
the Asil de Granollers Hospital Foundation (FPHAG)
and the Department of Neurobiology, Care Sciences
and Society of the Karolinska Institute (KI). The CUREX
Private Blockchain (PrB) has been be integrated with
the MHMD blockchain network as a parallel blockchain
dedicated to store and share the risk assessment report.
The communication between the networks will be
performed by using smart contracts especially designed
to read and write transactions between platforms. The
CUREX Platform will be tested for its interoperability
with the MHMD via performance metrics and reports.
Use Case 3 will assess the RISK MANAGEMENT and
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TRUST ENHANCING tiers of the architecture (figure).
Logically, all the other higher and lower tires will coexist
but will not be the primary objective of the validation.
In essence, Use Case 3 will demonstrate how CUREX
can complement MHMD by providing a privacy risk
assessment evaluation on both, data packages and
organizations. This improves the decision-making
process in MHMD helping its participants to better
assess the associated privacy risk of a particular data
exchange.
Conclusions
Use case 1, 2 and 3, all together, will validate and
integrate all areas of the architecture (figure) of the
CUREX framework.
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HORIZON RESULTS BOOSTER ACTIVITIES

Since spring 2020, the CUREX consortium is actively
engaged in the Horizon Results Booster (HRB) service.
The HRB is a free of charge initiative, sponsored
and supported by the European Commission, that
works towards the maximisation of the impact of
innovation actions and research projects funded by
FP7, Horizon 2020 and HE. This is achieved by having
experts providing the methodology, the tools, and
the guidance towards successful dissemination and
exploitation activities, focusing on the Key Exploitable
Results (KER) of the project. The HRB offers three
distinct services to the beneficiaries: the “Portfolio
Dissemination & Exploitation Strategy” service, the
“Business Plan Development” service, and the “Go
to Market” service. CUREX is engaged in the first two
services, in order to achieve maximum impact through
the dissemination and exploitation actions of the
project’s KER: the CUREX Platform.
The “Portfolio Dissemination & Exploitation Strategy”
service is split into two principal functions and
provides support to the Dissemination and Exploitation
strategies and actions of the project. The first function,
which is further split into two modules, targets project
groups and assists them with efficiently disseminating
their portfolio of Research and Innovation (R&I) results.
In this context, CUREX is currently participating in the
creation of an official cluster, under the scope of the
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Horizon 2020 Synergy for Cybersecurity in Healthcare
Sector, along with the projects: SPHINX, PANACEA
and ProTego.
The second function of this service, which consists of
a single module, focuses on enhancing the project’s
already existing exploitation strategy.
The “Business Plan Development” service aims not
only to assist beneficiaries to prepare a successful
business plan, but also to guide them towards securing
appropriate funding for the implementation of their
project’s results. In this way, beneficiaries will be well
prepared to bring their results closer to the market
in the most effective way possible. Experts provide
support to CUREX for the creation of a market analysis
(including competitor identification and analysis), a
business strategy, operations plan, as well as for the
creation of a clear action plan to be implemented by
the project and an estimation of time to market.
All in all, the HRB service is a value-driven process
which aims to assist beneficiaries in achieving impact
through disseminating and exploiting their R&I results
in the most effective way possible. Currently, CUREX
is working on finalising all actions related to the two
services undertaken under the HRB initiative.

5

CUREX Newsletter
Issue #6

CUREX at European and International
events – the highlights

CUREX EVENTS
ITALIAN CONFERENCE ON CYBERSECURITY (ITASEC)

The Italian Conference on CyberSecurity (ITASEC)
is an annual event supported and organized by the
Cybersecurity National Laboratory, bringing together
researchers and professionals working in the field of
cybersecurity. This year’s edition of ITASEC took place
as an all-digital conference between April 7-9, 2021
and CUREX successfully participated in the e-Health
Security track.

Read More

E-HEALTH NETWORK
On June 3rd, CUREX was invited to participate at the
19th eHealth Network, the European network that
provides a platform for Member States’ competent
authorities responsible for eHealth. In a slot dedicated
to research project results relevant to the work carried
out by the eHealth Network, CUREX, PANACEA, SPHINX
and ProTego delivered coordinated presentations
emphasising on project achievements that have the
potential to be considered in the context of the EU
digital health policies.

Read More

CYBERWATCHING.EU WEBINAR: CYBERSECURITY FOR CRITICAL INFRASTRUCTURES
The webinar entitled “Cybersecurity for Critical
Infrastructures - Resilience and trust in the Health and
Energy sectors” was held on June 24th 2021 as part
of the webinar series organised by Cyberwatching.
eu. CUREX was represented in the Health roundtable
where the EU projects CUREX, PANACEA, ASCLEPIOS
and SPHINX funded under the same topic discussed
the main challenges the medical sector is facing in
ensuring secure integration of services that at the
same time comply with EU regulations.

Read More

This project has been funded by the European Union’s Research and Innovation Program
“Horizon 2020” under grant agreement No 826404

6

CUREX Newsletter
Issue #6

INFOSALUD 2021
Between June 21-23 2021, the 24th National
Conference on Health and Computer Science
“Inforsalud” took place in Madrid, Spain under the
heading “The evolution of the digital ecosystem in
Healthcare”. CUREX successfully participated in the
event, represented by Mr. Juan Mora from Servicio
Madrileno De Salud (SERMAS), the body responsible
for the system of public health services in the
Community of Madrid.

Read More

FINAL CYBERWATCHING.EU CONCERTATION MEETING FOR UNIT H1
CUREX was selected to represent the Health Cluster in
the roundtable on “Cluster topic priorities – Findings
and recommendations from project clusters” that took
place in the framework of the Final Cyberwatching.
eu Concertation Meeting for Unit H1 on July 13th,
2021. A key feature of the Concertation Meeting
was to foster collaboration and cross fertilization, by
identifying new partnership opportunities between
projects based on the EU Project Radar.

Read More

CYBER SECURITY IN DIGITAL TRANSFORMATION ERA
On November 10th, 2021, Deloitte, Cisco and
Amazon Web Services (AWS) co-organised the event
“Cyber Security in Digital Transformation Era” with
the participation of high-profile representatives
from the three companies, the Hellenic Ministry of
Digital Governance, the Municipality of Thessaloniki,
and the U.S. Consul General in Thessaloniki. CUREX
was introduced to the audience as a comprehensive
cybersecurity risk management solution specifically
designed for healthcare organisations with the
purpose to reinforce the security and privacy levels of
their underlying IT infrastructures.

Read More
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EUROPEAN BIG DATA VALUE FORUM (EBDVF) 2021
On December 2nd, CUREX held a 1-hour session at
the European Big Data Value Forum (EBDVF), as part
of the “Healthcare and Pharma sector” programme
track, which aspired to cover strategic aspects of
technological challenges and societal impacts in
the domain. Several CUREX partners combined their
efforts to successfully demonstrate CUREX’s Use Case
1 “Data Exchange for Cross-border Patient Mobility”
to over 170 participants who registered to attend the
session.

Read More

Discover more events
where CUREX was present at
curex-project.eu/content/
newsevents

CUREX Open Online Courses on Cybersecurity
Three new sessions have been added to the CUREX series of online courses, in order to promote cybersecurity and
privacy awareness among the employees of healthcare organisations and making them capable of identifying
potential threats and risks.
The new courses are the following:
• Knowledge Discovery and Thread Detection
• Network security
• Standards in Healthcare and Medical Informatics
You can find all the published online courses here.
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8th Plenary Meeting
The CUREX 8th Plenary Meeting was
successfully held on December 15th
virtually. During the last mile of the
project, the partners have the opportunity
to collaborate on the on-going tasks and
focus mainly on the platform testing, the
pilot implementation and the exploitation
of the key results of the project.

Read More

@CUREX_H2020

curexproject

CUREXH2020

Visit our website: www.curex-project.eu
Contact us: info@curex-project.eu
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