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We are pleased to announce the publication of
the fifth issue of the CUREX newsletter. If you are
interested in cybersecurity and privacy in healthcare,
you are at the right place!
CUREX is a 3-year Research and Innovation Action
(RIA) from 2018 to 2021 funded under Horizon 2020
focusing on producing a novel, flexible and scalable
situational awareness-oriented platform, addressing
comprehensively the protection of the confidentiality
and integrity of health data. CUREX kicked-off in
Piraeus, Greece on 24-25 January 2019.
The vision of CUREX is to safeguard patient privacy
and increase their trust in the currently vulnerable
critical healthcare information infrastructures,
especially in cases where data is exchanged among
healthcare stakeholders within any business,
operational and systemic cross-border environment.
By leveraging novel methods on ontological
health data modelling, vulnerability discovery,
threat intelligence, cybersecurity, and privacy risk
assessment methodologies, and state-of-the art in
blockchain technologies for health data, CUREX aims
at enabling secure and authorized sensitive health
data exchange.

STAY TUNED!

PROJECT INFORMATION

START DATE: December 1st, 2018

Stay updated on all our latest
news, developments, research
and general information
regarding the CUREX project.

END DATE: November 30th, 2021

Stay tuned @ www.curex-project.eu!

CUREX: seCUre and pRivate hEalth
data eXchange
GRANT AGREEMENT ID: 826404

COORDINATOR:
University of Piraeus Research Center

This project has been funded by the European Union’s Research and Innovation Program
“Horizon 2020” under grant agreement No 826404
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SUBSCRIBE here to our newsletter!
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CYBER HYGIENE

In CUREX, we define Cyber Hygiene as “a set of
strategies and associated measures in the form of
human-centric controls for raising cybersecurity and
data privacy awareness of different employee groups
in healthcare organisations”. In this context, the main
contribution of the task related to Cyber Hygiene is
a survey-based risk assessment methodology that
aggregates the participants’ responses collected
through a survey questionnaire to reveal (lower or
higher) risks related to various aspects of Cyber
Hygiene and provide suggestions for remediation.
The questionnaire is developed to extract knowledge
and assess the needs and gaps of different employee
groups at healthcare organisations by means of
targeted questions. Essentially, the survey provides
insights about the employee cybersecurity and data
privacy awareness levels.
First, the proposed methodology identifies the proper
strategy for a specific risk, e.g., the cybersecurity
awareness of the administrative employee group
in a healthcare organisation is low, which implies
a high risk with respect to cybersecurity threats;
so, the strategy would be to reduce or mitigate the
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risk. Second, the methodology recommends a set
of human-centric controls to implement the risk
strategy and address the risk effectively, such as
implementing a cybersecurity awareness program,
including cybersecurity in the agenda of internal
meetings, introducing nudges to motivate desirable
behaviours, establishing a cybersecurity champion
role in the team or department, etc.
The survey-based risk assessment methodology is
applied to the three CUREX healthcare organisations,
namely Servicio Madrileno De Salud (SERMAS),
Fundació Privada Hospital Asil de Granollers
(FPHAG), and Karolinska Institutet (KI). Extensive
results are presented in terms of healthcare
organisation, employee group, risk category, and
specific survey questions, followed by a discussion
on the findings and the recommended humancentric controls to improve the cybersecurity and
data privacy awareness levels. These results and
findings demonstrate the applicability and value of
the proposed methodology for Cyber Hygiene to the
healthcare sector.
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FIRST RELEASE OF THE INTEGRATED
CUREX PLATFORM

At the end of April 2021, the first version of the
CUREX integrated platform will be released. The
deliverable D5.4 “Integrated CUREX Platform Release
– First version” is the first report of the activities of
Task T5.3 “Platform Integration and Validation” and
its objective is to provide technical documentation
that accompanies the first integrated release of the
CUREX platform. The 1st version of the developed
and tested CUREX artifacts are stored in the private
CUREX registry that was deployed for the needs of
the project. In D5.4 the software tools that were
setup and detail the processes that were established
to release the first integrated release of the CUREX
platform are presented.
Specifically, the CUREX Continuous Integration/
Continuous Deployment (CI/CD) platform is described
in detail, a set of software tools that adopt the Agile
methodology and the DevOps culture to support both
the development and testing activities. Moreover,
the CUREX development & testing environment
is presented, consisting of both hardware and
software resources that were setup to provide a
secure environment for the development, testing
and deployment of the project’s artifacts, completely
separated from the pilots’ environment. The CI/CD
workflows that were adopted by the development
teams of the project to deploy, test and integrate
their software components are also described. To
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provision the resources comprising the CUREX the
development & testing environment and decide
the exact distribution of the CUREX artifacts within
the available resources, a detailed analysis of the
necessary hardware, connectivity and integration
requirements of the individual CUREX tools
was conducted. The outcomes of this analysis
are reported in this document. Additionally, the
integration points amongst the components of
the CUREX platform are documented and detail
the individual tests implemented per component
to assess both the functionality and integration
of the CUREX tools. The presented tests cases
are following a common testing template for all
CUREX tools, detailing the test purpose, the existing
pre-test conditions, the exact configurations,
test sequence and test verdict for each scenario.
Finally, in this document details on the design
and the implementation of the two additional
CUREX components are provided, that were not
foreseen during the proposal preparation but were
found essential for the proper operation of the
CUREX platform. These components are the CUREX
Visualisation Tool (CVT), which serves as a single
tool for visualization and monitoring of all events
of the CUREX platform with a cross-tool range and
the Unified Authentication Mechanism, which offers
centralised identity and access management and
Single Sign-On capabilities to the CUREX platform.
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CUREX OPEN ONLINE COURSES
ON CYBERSECURITY
Employees have always been the first-tier emergency
responders for reporting unusual events or suspicious
behaviours in the system of an organisation, with the
purpose to prevent a cybersecurity breach. To this
end, CUREX is launching a series of online courses
in order to promote cybersecurity and privacy
awareness, so that the employees in a healthcare
organisation become capable of identifying potential
threats and risks.
Seven online courses have been prepared by the
academic partners of the consortium. These courses
are related to the following topics in the field
of Cybersecurity:
1.
2.
3.
4.
5.
6.
7.

Introduction to cybersecurity and GDPR
Cybersecurity in Healthcare
Standards in healthcare and medical
informatics
Cyber Hygiene Training and Awareness
Cyber risk management
Knowledge Discovery and Thread
Detection
Network security

The first series of online courses published by CUREX can be found here.
This project has been funded by the European Union’s Research and Innovation Program
“Horizon 2020” under grant agreement No 826404
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EVENTS

CUREX at European and International
events – the highlights
ICT Verticals and Horizontals for Blockchain
Standardisation
The European Commission brought together more
than 200 distinguished expert-level participants
to participate to the roundtable discussions
“ICT Verticals and Horizontals for Blockchain
Standardisation”. These meetings allowed H2020
projects to present the work done and explore more
active involvement in blockchain standardisation
activities bodies. Roundtables involved distinguished
standardisation experts working with INATBA, ETSI,
CEN-CENELEC, ISO TC307, IEEE, ITU-T and other
respective entities.
Approximately 200 projects related to blockchain
were identified and contacted by the European
Commission, and more than 60 of them expressed
their interest to participate.
On February 10, 2021 the eHealth roundtable of
the “ICT Verticals and Horizontals for Blockchain
Standardisations” took place during which Octavio
Perez Kempner from Almerys delivered on behalf of
the CUREX consortium a short presentation focusing
on the widely used Standard Data Protection Model
developed by the Conference of the Independent
Data Protection Authorities of the Bund and the
Lander in Germany. In this model, the following
six data protection goals have been identified:
Confidentiality, Data minimization & Unlinkability,
Intervenability, Availability, Transparency and
Integrity. In this short presentation these goals were
discussed and how the CUREX project worked to
accomplish them based on lessons learned from
collaborations with other projects. As an example,
one of the CUREX project’s use cases was illustrated.
Furthermore, possible interesting topics were
proposed in the context of blockchain technologies
and GDPR legislation that may benefit from
standardization efforts.
Read more
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EVENTS

CUREX at European and International
events – the highlights
Workshop on “Data Analytics to strengthen
Healthcare Cybersecurity - The example of the
CUREX project”
The Aristotle University of Thessaloniki (AUTH), one
of the CUREX academic partners, organised and
hosted on March 22, 2021 the online workshop “Data
Analytics to strengthen Healthcare Cybersecurity
- The example of the CUREX project”, within the
framework of their MSc programme in ‘Data & Web
Science’. The workshop’s primary objectives were to:
• give to MSc students a tour of the work
related to exploiting data analytics for enhanced
cybersecurity.
• provide concrete examples based on the
innovations produced by the CUREX project
towards the healthcare domain.
The workshop’s schedule consisted of five sessions,
each of which featured a presentation given by a
CUREX researcher, followed by a short discussion
slot to answer questions from the audience. All the
participants were granted access to the presented
material and received their personal participation
certificate signed by Prof. Athena Vakali, Director
of the Data & Web Science Laboratory and AUTH’s
principal investigator for the CUREX project.
A few days after the event has concluded all the
participants were asked to provide their feedback
anonymously by completing a short online
questionnaire. The results showed that the attendees
were very satisfied with both the organization and
the quality of the presentations, as well as the
overall content of the workshop.
Read more
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EVENTS

CUREX at European and International
events – the highlights
Οnline workshop “Human-Centric Cyber
Hygiene in Healthcare
On April 15, 2021 CUREX, PANACEA, ProTego,
ASCLEPIOS, and SPHINX projects co-organised the
online workshop “Human-Centric Cyber Hygiene
in Healthcare”. The focus of the workshop was on
Cyber Hygiene, and especially on the human aspects
related to raising the cybersecurity and data privacy
awareness of the workforce in the healthcare sector.
Experts from the contributing H2020 projects
presented real-life results and lessons learned from
healthcare end-users in the context of their EUfunded research.
Following the keynote presentations of the
co-organising projects, a presentation on the
Standardisation Activities implemented by CUREX
project was delivered.
The workshop concluded with a panel discussion
moderated by the coordinator of CUREX, Prof. Christos
Xenakis. The panellists elaborated on subjects including
the cyber threats landscape during the Covid-19
pandemic, the overall maturity of cyber awareness
among healthcare personnel, the issues where ethics
and cybersecurity mechanisms need to find common
ground as well as the GDPR and NIS Directive and their
impact on cybersecurity in Health Sector.
The recorded session is available at the
CUREX project Facebook page
Read more

Discover more
events
where CUREX was
present at
curex-project.eu/content/
newsevents
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CYBERWATCHING.EU “PROJECT OF THE WEEK”
We are delighted that CUREX was featured as
“Project of the Week” by Cyberwatching.eu between
8-12 February 2021!
CUREX’s latest news and activities were also
published and promoted across the cybersecurity
and privacy community though the CUREX mini site
hosted on Cyberwatching.eu.
Feel free to visit it here!

STANDICT.EU 2023 & CUREX COLLABORATION
StandICT.eu 2023, the European Observatory for
ICT Standardisation and the CUREX project have
established a strategic partnership with the aim to
engage new European experts in standardisation,
as well as to foster implementation of eHealth
and cybersecurity standards across new initiatives.
Both StandICT.eu 2023 and CUREX are supported
by the European Commission in the framework
of Horizon 2020 Program, and they contribute to
shaping Europe’s digital future with a shared focus
in cybersecurity, Big Data, and eHealth.
Read more
@CUREX_H2020

curexproject

CUREXH2020

Visit our website: www.curex-project.eu
Contact us: info@curex-project.eu
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