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We are pleased to announce the publication of the
fourth issue of the CUREX newsletter. If you are
interested in cybersecurity and privacy in healthcare,
you are at the right place!
CUREX is a 3-year Research and Innovation Action
(RIA) from 2018 to 2021 funded under Horizon 2020
focusing on producing a novel, flexible and scalable
situational awareness-oriented platform, addressing
comprehensively the protection of the confidentiality
and integrity of health data. CUREX kicked-off in
Piraeus, Greece on 24-25 January 2019.
The vision of CUREX is to safeguard patient privacy
and increase their trust in the currently vulnerable
critical healthcare information infrastructures,
especially in cases where data is exchanged among
healthcare stakeholders within any business,
operational and systemic cross-border environment.
By leveraging novel methods on ontological
health data modelling, vulnerability discovery,
threat intelligence, cybersecurity, and privacy risk
assessment methodologies, and state-of-the art in
blockchain technologies for health data, CUREX aims
at enabling secure and authorized sensitive health
data exchange.

STAY TUNED!

PROJECT INFORMATION

START DATE: December 1st, 2018

Stay updated on all our latest
news, developments, research
and general information
regarding the CUREX project.

END DATE: November 30th, 2021

Stay tuned @ www.curex-project.eu!

CUREX: seCUre and pRivate hEalth
data eXchange
GRANT AGREEMENT ID: 826404

COORDINATOR:
University of Piraeus Research Center

This project has been funded by the European Union’s Research and Innovation Program
“Horizon 2020” under grant agreement No 826404

@CUREX_H2020
CUREXH2020
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SUBSCRIBE here to our newsletter!
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LEGAL, ETHICAL & PRIVACY ASPECTS
OF THE CUREX PROJECT

CUREX aspires to become one of the first blockchain
platforms for risk assessment management under
the GDPR in Europe, and as such, all legal, ethical
and privacy aspects have been carefully considered
by the consortium to make sure they are in line
with the European legislation and values. More
specifically, in the context of D2.5 - Legal, ethical
and privacy aspects, the related legal and ethical
frameworks were analysed, as well as the societal
impact the proposed solution will have on the
healthcare services offered to the European citizens.
This deliverable also examined the compliance of the
CUREX system by identifying and covering all ethical
and legal gaps that may arise by the implementation
of the CUREX framework, especially by conforming to
the EU General Data Protection Regulation (GDPR).
From the ethical point of view, a detailed analysis
took place, from the key issues present in the
CUREX solution to considerations on other sensitive
issues that might arise in future scenarios. The
key issues involved are participant enrolment and
data processing. The issues have been considered
within the scope of the different guiding principles
on bioethics and their new versions adapted to
the advent of new technologies. As such, Informed
Consent Principles have been implemented and are
the basis on which participant enrolment will operate.
The ethical dimension from a compliance point
of view describing the Ethics Advisory Committee
(EAC)’s activity performed under this project was
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also analysed as well as the regulatory procedures
that need to be followed and other compliance tools
created ad hoc for the project, which together form a
“Compliance Package” that will aid project partners in
the development and deployment of the different use
cases envisaged.
In terms of the legal framework of the project, a
practical legal handbook was created for the CUREX
project partners, security officers such as CISOs
(Chief Information Security Officers) of healthcare
organizations, which they can rely on when using a
platform such as the CUREX platform. This handbook
analyses the four pillars of the CUREX platform,
namely the risk assessment pillar, the security as a
service pillar, the cyber hygiene pillar and the trust
enhancing technologies pillar. Various legal issues
seem to recur and are discussed pillar by pillar, i.e.
the European legal framework, key policy documents
and best practices.
In the context of the societal issues of the project,
the reasons why the CUREX solution will benefit
society and enhance people’s trust in the healthcare
sector were described. The new technologies
introduced by the project will improve the data
privacy of its users and protect networks from
unauthorized users and ransomware attacks. From
the societal perspective, CUREX is a holistic initiative
that will improve people’s life by increasing their trust
and confidence to the healthcare sector.
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HEALTH DATA COLLECTION, PROCESSING &
ANALYSIS GUIDELINES

Nowadays, the Healthcare Information Systems
face many modelling challenges arising from
heterogeneity in healthcare data along with
the constraints imposed by the healthcare data
standards that should be adopted and the privacy
legislations that must be preserved in healthcare
environments and healthcare data exchange. In the
context of D2.4 – Health data collection, processing
& analysis guidelines, a detailed analysis of the
data that are managed by the CUREX platform was
implemented. More specifically, this deliverable
organises and showcases the dataflow through
the various components of the CUREX platform, it
highlights all adopted data-handling methodologies
and finally, proposes the global conceptual schema
of the CUREX data accompanied by a logical schema
and the physical schemas of its components.
The CUREX components are interconnected and
share data inside the CUREX platform. One of the key
objectives of this report, is to gather and organise
all necessary information considering the data
processing and transformation actions. Based on
this, all the data sources and outputs of each CUREX
component are highlighted, while the interactions
between the other CUREX components are also
indicated.
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Another important aspect of this deliverable is the
presentation of all data manipulation techniques that
are applied in the CUREX platform. Such an example
is the applied data aggregations, required within
and between the components as well as all the data
transformations that are implemented. A unified
view of the techniques applied for data handling is
provided, in order to present the data model and any
data aggregation and summarizations enabled.
Additionally, another purpose of the analysis that
is conducted per component is to facilitate the
investigation of any GDPR compliance issues that
may surface during the data management processes
in the CUREX platform. Thus, all the legal and ethical
aspects ensuring the patient’s data confidentiality
and protection were detailed.
The final and most important goal of this deliverable
is to ensure data compatibility through the provision
of a unified data model. Towards this, the CUREX
global conceptual schema was presented, covering
the scope and definition of business concepts and
rules in the CUREX platform, enriched by the logical
one offering a technical map of data structures.
Finally, the global physical schema, describing the
actual implementation of the data model, as well as
the physical schema per CUREX component are also
introduced.
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DESIGNING THE CUREX BLOCKCHAIN NETWORK

The CUREX project uses innovative technology and one
of these new technologies that are being exploited is
blockchain. Blockchain as a technology was born in
2008, when the anonymous author Satoshi Nakamoto
published the white paper for Bitcoin. At the beginning,
blockchain technology was studied for the usage of
cryptocurrencies. Then, in 2014 Ethereum launched
its white paper, which added a critical component to
blockchain system, smart contracts. Smart contracts
- are applications that automatise actions in simple
terms - revolutionised blockchain, opening up the
possibility to use this technology for other usages
aside from cryptocurrencies. Today, with various
platforms available to build blockchain such as
Hyperledger, Corda, Ethereum, blockchain technologies
are being tested in various fields, from healthcare, IoT,
supply chain and others.
There are two basic characteristics of blockchain:
they are tamper-proof and decentralised by nature.
Blockchains write the information inside blocks -thus
their name- that are cryptographically linked to each
other, in the manner of a chain. The blocks, more
specifically the ledger, is shared by everyone in the
network and everybody has a copy of the information
written inside it. Every time some user wants to write
a new block with information, they must propose
the block to the network and the community must
validate this new block through a consensus algorithm.
Consequently, if any later change occurs on that block,
the other actors inside the blockchain will notice it.
CUREX uses Hyperledger platform to build its
blockchain. Hyperledger Fabric is designed by IBM
to be adapted to company applications: it is highly
modular, and natively offers a significant amount
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of out-of-the box functionalities, such as CA
organisations, transaction anonymization, modularity
on the consensus policies, etc. One key asset of
Hyperledger Fabric is the simplicity of the consensus,
which relies on RAFT and not classical proofs of work:
hence, a new block can be added in very little time,
with a negligible amount of energy consumption.
The organizations taking part in the CUREX project
also have complete control over their nodes and are
responsible of issuing keys for their own members.
Οn a more technical side, Hyperledger Fabric allows
development on several programming languages, thus
allowing for a quick and smooth evolution of the smart
contracts in the future. The smart contracts allow for
a simple interaction between the parties and have
been specially tailored to fit our use cases. Moreover,
one of the key features of the smart contracts (and
blockchain in general) is that they allow for a very
easy audit, as all events are permanently stored within
the chain.
Why use blockchain then? Well, given the tamperproof nature and the decentralization, blockchain
helps us enable the traceability of electronic health
records (EHR), the audibility and improve the data
management. The CUREX’s blockchain register
different types of data, such as the cybersecurity
and privacy risks scores of the organizations. So, for
example, if an EHR needs to be sent, the blockchain
network provides the risk and cybersecurity scores and
the organisations involved can be certain about these.
Thus, whenever data is sent to some place or another,
the blockchain keeps tracks of these movements.
Consequently, it enables the traceability of electronic
health records, while also enabling audibility.
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HEALTH PROFESSIONAL AND PATIENT
APPLICATIONS
The Health Professional Application (HPA) and
Patient Application (PA) of CUREX show in practice
how the health sector across Europe can be unified
resulting in an easy, secure and quick treatment
of the patient, wherever they travel. HPA and PA,
as the last part of the whole CUREX infrastructure,
enhance patient’s trust by providing a secure
environment that respects GDPR rules, making
sure that no personal data is stored or transferred.
Most importantly, PA provides the patient with a
full overview of the medical exchange request and
requires their consent for a medical exchange to
happen. Even in the case of an emergency, the
HPA still allows for the proper treatment of the
patient and makes sure that the doctor can justify
the reason for such an action; meanwhile, the PA
provides all the information of what has happened
to the patient at a later point in time.
In more detail, the HPA serves as the main point for
health professionals to manage and handle data
transactions between stakeholders (e.g. patients and
doctors) and/or services. These transactions contain
necessary information about the exchange details,
along with cybersecurity and privacy context as
provided by the CUREX assessment tools.
Overall, the HPA is a desktop application addressed
to doctors that allow them to login and to handle
the medical data exchange requests made from
other hospitals. The main functionalities that HPA
provides are:
• Authenticates the healthcare professional to the
application.
• Handles transactions between third parties who
wish to exchange data.
• Displays all the transactions created by the
authenticated healthcare professionals.
• Displays the full status update history of each
transaction.
• Changes user specific information (e.g. password/
preferred language).
• Displays a user profile with basic information of
logged-in use.
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The PA incorporates the dynamic consent, an
essential GDPR feature, and informs patients in realtime fashion of every transaction and access to their
data. The patients have the ability to intervene in the
whole process if they find that their data is misused.
On top of that, patients are able through the PA to
review the complete transaction history regarding
the exchange and the processing of their data.
The main functionalities of PA are the following:
• Patient’s login to the application.
• Displays all the transactions created by the health
professionals.
• Grants or revokes access for each received data
transaction.
• Displays the full history of each transaction.
• Changes specific information according to the
user’s preferences (e.g., password/preferred
language).
• Displays a user profile with basic information of
logged-in user.
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EVENTS

CUREX at European and International
events – the highlights
PRIViLEDGE virtual workshop
CUREX was selected to be presented at the virtual
workshop “Data Sharing and Privacy – What Has
Changed in the Era of COVID? A Deep Dive into
Policy Dilemmas and New Technological Solutions”,
organised on October 15th by PRIViLEDGE, an
EU-funded project aiming to develop and advance
techniques that enhance privacy, anonymity and
efficient decentralized consensus for distributed
ledgers technologies (DLT).
Read more

European Big Data Value Forum 2020
CUREX was invited to take part in the European Big
Data Value Forum 2020 (EBDVF) and specifically at
the EBDVF Health Track: On Health Data Spaces and
Health Data Applications session, which took place
on November 5th. The focus of the session was on
European health dataspaces, healthcare applications
as well as post-COVID healthcare systems.
Read more

Cyberwatching webinar on “Cybersecurity risk
management: How to strengthen resilience and
adapt in 2021”
CUREX was invited to participate on November 23rd
at the half-day webinar entitled “Cybersecurity risk
management: How to strengthen resilience and
adapt in 2021” organised by the Cyberwatching.eu,
bringing together several experts in the field from
the European Cyber Security Organisation (ECSO),
the industry, as well as representatives from six
(6) EU funded projects working towards delivering
cybersecurity risk assessment solutions.
Read more
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EVENTS

CUREX at European and International
events – the highlights

Nicosia Risk Forum 2020
Nicosia Risk Forum is an innovative event for the
area of South-Eastern Europe, hosting an impressive
array of stakeholders with a significant interest in
societal safety. This year the event took place on
November 26th virtually and the theme has focused
on “Regional Collaboration in Societal Safety”. CUREX
was presented in the event, as a cybersecurity
solution in line with this year’s aim, since it focuses
on securing and protecting the health data exchange
at regional and local level within Europe.
Read more

Discover more
events
where CUREX was
present at
curex-project.eu/content/
newsevents
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6TH PLENARY MEETING
The CUREX 6th Plenary Meeting, the first one of
the 2nd Reporting Period, was successfully held on
November 25th-26th virtually. In the course of the
two-day event, the partners had the opportunity to
collaborate on the on-going tasks of the project,
present the difficulties encountered and plan ahead
for the forthcoming pilots which are expected to
take place next year.
Read more

DEMO VIDEOS OF
CUREX TOOLS
Demo videos are now available presenting the
functionality and the features of seven (7) different
CUREX tools. You may watch them all in the YouTube
channel of the project here

@CUREX_H2020

CUREXH2020

CUREXH2020

Visit our website: www.curex-project.eu
Contact us: info@curex-project.eu
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