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Challenges in Health Data Exchange
The evolution of healthcare delivery has been greatly facilitated by the development of Electronic
Health Records. EHR transformed the healthcare industry from a paper-based system to one that
utilises the advantage of the new technologies in order to provide better services. Thinking of EHR as
the digital equivalent of a real-time patient paper chart record, it becomes apparent that it will reach
its full potential only when it becomes portable and shareable with authorised users. This, however,
apart from numerous advantages, raises also numerous concerns [1], mostly related to the violation
of the security and privacy of patients’ health data due to cyber-attacks. End-user errors, zeroday vulnerabilities and new exploits can render the safety mechanisms implemented by healthcare
organisations obsolete, leading to data leaks or even to data manipulation incidents, endangering
both patients’ privacy and health.
Despite the coordinated effort invested by the research community to find a solution to the health
data exchange problem [2], [3], [4], to this day, patients still don’t have control over their personal
health records. Travelling patients specifically, face significant difficulties in transferring their personal
records to medical facilities abroad, as there are several open interoperability and regulatory-related
issues [5], [6]. The cross-border transfer of health data creates additional requirements for the
identification process for both patients and healthcare providers, collecting patients’ informed consent,
and establishing a minimum set of cybersecurity safeguards, to guarantee patients’ privacy. While
the European Union has been working since 2008 towards building a framework for interoperable
exchange of electronic health information within EU Member States [7], the practical complexity of
cross-border healthcare delivery is still hampering its wide-scale implementation [8].
Health data exchange between different medical facilities might be imperative for improving
healthcare delivery but comes with a critical security downside, as it expands the attack surface and
introduces new attack vectors. In a digital world where hospitals are interconnected, the impact of
cyber-attacks against healthcare organisations would have been even greater because threats can
easily propagate from one IT system to another when the communication takes place over insecure
platforms. To minimise the risk of further spreading an attack to another organization that might
unknowingly suffer from the same vulnerabilities, strong security assurances must be provided by
both exchanging sides.
CUREX’s purpose is to evaluate the privacy and cybersecurity risk to which healthcare infrastructures
are exposed while exchanging data with other healthcare centres and third-party organizations. This
is admittedly one of the most critical needs for the healthcare domain today due to the proliferation
of the Internet of Medical Things (IoMT), the always growing need for improving healthcare research
based on available data, and the increasing mobility of patients within EU borders. During bidirectional communications, every open port required for the transmission of data from one endpoint
to another increases the organisation’s chances of being breached [9]. CUREX focuses on ensuring the
confidentiality, integrity and availability of health data by protecting the organisation against novel
threats and risks that arise from the data exchange process, where the hospital IT infrastructure is
directly connected to another medical facility that might be compromised.
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Blockchain Technology
What is the Blockchain?

A blockchain is an append-only ledger organized as a chain of blocks that relies on a peer-to-peer
network to perform its management, updates and operations. Roughly speaking, blocks are merely
containers for transactions, and they can be linked to an existing chain of blocks allowing it to grow
(Figure 1).

FIGURE 1. BLOCKCHAIN DIAGRAM
The first block is called a “genesis block” (Block 0 on the left picture, bottom block on the right picture).
Each new block is added on top of the existing blocks. Before being added, the block is validated by
the network. The blockchain is updated and replicated with the consensus algorithm. This defines
the process allowing to decide which node will propose the new block and whether it is valid or not.
Depending on the consensus algorithm, some nodes may disagree, so the blockchain may have forks
(right picture).
As a data structure, a Blockchain has two distinctive features which are block timestamps and hash
pointers that link the last block of the chain to the previous one in such a way that any modification
made on a block compels the regeneration of the following blocks in the chain. Together, timestamps
and hash pointers can provide the tamper-proof capability to a Blockchain and this, in turn, allows it
to achieve a high level of security thanks to the immutability guarantees of its data structure.
This immutability feature makes the Blockchain suitable for accounting, financial transactions, and
asset ownership management and transfer. Alongside immutability, a very close concept is that of
compliance. Since it is possible to create tamper-proof (or immutable) records using a Blockchain,
even in scenarios where parties may not fully nor partially trust each other, a Blockchain can also be
suitable for attestation of compliance. For instance, concerning the manipulation of specific data, the
certification of compliance can be beneficial.

Use of Blockchain in health data exchange
MyHealthMyData (MHMD) [10] is an EU-funded H2020 project that developed a healthcare data
sharing platform running on top a blockchain network where the hospitals, research centres,
universities and private organizations act as data controllers, data providers and data requesters
dynamically.
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MHMD facilitates the data sharing process in a decentralized manner, with a specific smart contract
that is responsible for orchestrating the sharing process within the network members. For example,
a hospital collects the data from the patients (with their respective consents), and they register
the data (stored locally) in the MHMD central catalogue. The catalogue will publish the list of data
items available to the network members according to the data description (metadata). Through the
catalogue, the network members can request the data items for research purposes, triggering the
data sharing process. In the framework of the project, CUREX will be used in MHMD nodes to assess
the privacy level of the data packages before being shared (at data controller facilities) and once
the data has been received (at data requestor facilities) in order to evaluate if the data package is
compliant with the data management policies defined by each institution. Thus, the CUREX platform
will serve as the risk assessment system for hospitals, research centres, universities or private
organizations part of the MHMD network. Moreover, the CUREX private blockchain network will run
as a parallel blockchain of the MHMD blockchain so that the communication between the networks
can be performed by using smart contracts designed to read and write transactions between both
platforms.

Use of Blockchain in CUREX: architecture and
technical details
The CUREX Private Blockchain (PrB), which has been implemented using the Hyperledger Fabric open
source blockchain technology, enables auditability, accountability, traceability, and leverages the
smart contracts technology for the purposes of the healthcare domain. CUREX uses PrB to record (i)
the cybersecurity and privacy risk scores derived by the analysis performed by the risk assessment
toolkit, comprising CAT and PAT, (ii) a subset of the OST results to act as a reference point in case of
a cyber incident to audit whether the organisation has implemented safeguards in alignment with the
platform recommendations, and (iii) the transactions occurred among stakeholders.
Based on the CUREX requirements and considerations, a modular blockchain architecture is proposed,
in which the following components are identified:
•

CUREX’s Blockchain API: A RESTful API that serves as the endpoint that allows users or
applications processes to interact with the PrB. It relies on a backend application which connects
to a blockchain client and the authentication module to process user requests. The blockchain
client is the module that provides network-level operations like submitting transactions, querying
the blockchain, joining to a peer (who is the actual module executing those operations). In order
to perform the operations, the blockchain client relies on a specific SDK for the communication
with the network.

•

Blockchain node: It includes the blockchain services with the following sub-components:
o Blockchain peer: an application responsible of holding a copy of the transactional ledger and

executing smart contracts that update the state of the ledger.
o Transactional ledger: a blockchain of transactions. Includes, a separate “world state” database
used to keep track of the current states.
o Smart-contracts: defined smart-contracts are executed based on the current state of the
transactional ledger and generate an output that updates it.
o Consensus module: the logic responsible on managing and reaching consensus. It’s important
to decouple it from other sub-components so that it can be better managed with a plug and play
manner.
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o P2P network: the data dissemination protocol (gossip protocol).
•

Authentication module: It manages the identities of the participants in the blockchain network.
Although devised as a separate component, it is a blockchain service. The separation is made
as the authentication module will serve not only for authenticating with the blockchain node but
also as a database to manage user information, which is not strictly related to the credentials
management (i.e., user specific information).

Figure 2 illustrates the different components and their interaction.

FIGURE 2. CUREX BLOCKCHAIN ARCHITECTURE
Under this model, every organization (e.g., a health institution like SERMAS and KI) will have its
own authentication module instance to manage its own users and its own CUREX’s blockchain API
instance to communicate with the blockchain network and with other CUREX nodes. More details on
the blockchain component of the CUREX solution can be found in [11], [12].

End-user Applications

Health Professional Application (HPA)
The Health Professional Application (HPA) serves as the main point for health professionals to manage
and handle data transactions between stakeholders and/or services, which are consequently stored
in the Private Blockchain. These transactions contain necessary information about the exchange
details (e.g., requirements between parties), along with cybersecurity and privacy context (i.e., risk
information) as provided by the CUREX assessment tools. One instance of HPA will be deployed in
each hospital organisation participating as part of the project’s Use Case 1 where a health data
exchange scenario is presented. Each HPA instance will act as a node for the blockchain network.
When the transaction is validated by peer HPA instances across the CUREX network, the relevant
request is posted in the HPA instance of the hospital. This HPA feature of recording transactions to
the Private Blockchain provides auditing functionalities, as well as provides feedback to the CUREX
assessment tools with dynamic recalculation of the security and privacy risks. Transactions initiated
by HPA instances are sealed by a Smart Contract that is executed through the PrB, which is meant to
enclose cybersecurity and privacy demands between exchanging parties.
Overall, the HPA is the interface for doctors that allows them to log in and enable them to handle
medical data exchange requests. An overview of the main functionalities that HPA provides from an
application point of view are the following (Figure 3):
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•

authenticate the healthcare professional to the application

•

handle (create, query & store) transactions between third parties who wish to exchange data

•

display all the transactions created by the authenticated healthcare professionals

•

display the full status update history of each transaction

•

change user specific information (e.g., password/ preferred language)

•

display a user profile with basic information of logged-in user

FIGURE 3. HEALTH PROFESSIONAL APPLICATION (HPA)

Patient Application (PA)
The Patient Application (PA) is a mobile application that aims to provide the medical data owners
(patients) with the necessary control over their data, according to the GDPR. The PA complements
health data exchange through the CUREX Platform and enables data owners (I.e., patients) to review
and define the way their data is handled.
The PA incorporates dynamic consent, an essential GDPR feature, and informs users in a real-time
fashion of every transaction and access to their data. The users have the ability to intervene in the
whole process if they find that their data is misused. On top of that, through the PA, users are able
to review the complete transaction history regarding the exchange and the processing of their data.
An overview of the main functionalities that PA will include are the following (Figure 4):
•

Login the patient to the application

•

Display all the transactions created by the health professionals

•

Grant or revoke access for each received transaction

•

Display the full history of each transaction

•

Change user preferences and specific information (e.g., password/preferred language)

•

Display a user profile with basic information of logged-in user
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FIGURE 4. PATIENT APPLICATION (PA)
The architecture is shown in Figure 5.

FIGURE 5. ARCHITECTURE OF THE HPA AND PA END USER APPLICATIONS
Each HPA instance can be deployed in a hospital’s premises and be available for use by the respective
hospital’s personnel. The PA is available as a mobile application for patients whenever there is a need
for a medical records exchange. The HPA and PA applications contain only the frontend part, while all
the backend logic is handled by the Applications Server, as seen inside the cloud. The local databases
inside the hospitals contain the patient records.
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Inside the cloud notation along with the Applications Server, there is also the Identity and Access
Management (IAM) and the Applications Database. The Applications Database contains only
the medical exchange request information, and all the user application settings (e.g., language)
and hospitals registered within the CUREX consortium. A RedHat Keycloak service is used for all
authentication purposes. The authentication of HPA/PA with Applications Server and PrB with the
Applications Server are handled by one IAM (Keycloak) instance with separated realms for each
one. Each realm is separated from each other and have different users and rules. The HPA/PA
IAM (Keycloak) Realm contains the user credentials, as well as their personal details required for
authentication and authorization.
The Applications Server, as its name implies, is the central point of all communications. It is the
responsible component for communicating with the IAM (Keycloak) instance through its API, to obtain
all authentication-related information. It provides and retrieves all the required information from the
two applications and handles the communication with the PrB. Every time the Applications Server
uses the Private Blockchain API, first it needs to authenticate on the PrB IAM (Keycloak) Realm. If
the authentication process is successful, a JSON Web Token (JWT) token is returned as a response.
This token (JWT) is used by the Applications Server in the requests to the PrB endpoints by including
it on the Authorization Header, which also contains information such as the user’s role and ID. The
JWT is an open standard that defines a compact and self-contained way for securely transmitting
information between parties as JSON object. More information about the health professional and
patient applications can be found in [13]

Detailed Health Data Exchange Scenario
A traveller from a foreign country feels unwell and visits a clinician and it is assumed that the patient’s medical history is not available in the local country. To assist the clinician to provide a proper
diagnosis of the patient’s illness, the clinician must access the CUREX platform and get authorization
to retrieve the patient’s medical history from his country of origin. Two cases are considered in the
use case, one in which the case is not an emergency and in which the patient is assumed to be able
to connect and interact with the platform, and a second case where there is an emergency and the
patient is assumed to be unable to interact with the platform (e.g., possibly unconscious). To assist
the transfer and to provide guarantees to all the involved stakeholders (from hospital institutions to
clinicians and patients) the CUREX platform will be used to carry on with the requests of data transfer
and to keep track of the actions that take place in the context of a transfer request.
In Figure 6, we detail with a flow diagram the states that are defined for a data transfer and that
will be stored in the blockchain. As shown, the first step is to perform an audit of risk assessment
scores which will take the criteria of the involved institutions as input and change the status of the
transfer either to “risk approved” or “risk disapproved”. In other words, at this stage, a smart contract
will automatically check the current values of the cybersecurity and privacy risk scores for the organisations. Hence, a “risk approved” state means that the risk scores for the organisations were audited
and considered to be sufficient according to the organisations’ pre-defined standards. Once the state
is updated, the next step is to check if it is an emergency case or not.
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FIGURE 6. HEALTHCARE DATA TRANSFER USE CASE DIAGRAM
If the transfer request constitutes an emergency, the doctor is required to specify it when initiating
the transfer. For such cases, the patient consent is not required for the transfer. However, the risk
scores will still be checked first. The risks levels defined by the organisations will still be in place and
will be respected, as it is still important to have the data protected. This is considering that medical
liability laws and regulations vary between the countries and hence common ground is required. If it
is not an emergency, the next step is to gather the consent of the patient.
We stress that if it is an emergency, the patient is assumed to be unconscious or unable to give its
consent freely when their life is in danger, as specified in the GDPR. It is for these reasons that the
requirement of the consent is bypassed, and the data flow continues as expected, to save the life of
the patient. In other words, if there is an emergency with an immediate threat to the life of the person
(as specified by the practitioner when initiating the transfer request), CUREX will rely on the GDPR
lawfulness of processing article 6.1(d), which indicates the processing is done to the “vital interests”
of the person, in this case, its life.
Observe that the data availability query takes place after the organisations’ risk scores have been
evaluated and the patient has provided their consent (in a non-emergency case). Therefore, it is
possible to know whether the patient’s data is available only if the conditions established by the
exchanging organisations are met.
Finally, the data sender will reflect that it sent the data by changing the state of the transfer and the
data receiver will reflect that the transfer concluded by also changing the status. More information
about this and other CUREX use case scenarios can be found in [14].
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Example of Usage
As depicted in Figure 7, an individual from Spain is spending a few days in Sweden for business purposes. While he is there, he starts feeling unwell. He visits a health care centre, where he is initially
administered for examination by the centre’s staff. After using his European Health Insurance (EHI)
Card to securely identify himself, the patient is asked some preliminary questions by the doctor.

FIGURE 7. OVERVIEW OF A CROSS BORDER HEALTH DATA TRANSFER USE CASE
ALONG WITH THE HPA & PA DATA FLOW
Figure 8 depicts the design of the blockchain architecture for the cross-border data exchange use
case scenario and shows how the different components belonging to two different organizations
(Organisation 1 with HPA1 and Organisation 2 with HPA2 and PA2) interact following the use case
scenario:

FIGURE 8. USE CASE 1 INTERACTION
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Below we detail a step-by-step explanation of such interaction:

TABLE 1. STEP-BY-STEP INTERACTION BETWEEN THE HPA, PA AND PRB
Steps

Description

Action’s place

1

HPA1 receives a patient (PA2) in its facilities,
search for the patient and triggers a transaction
to request information from organization 2

HPA

2,3,4

The HPA instance provides an authorization token Blockchain application
(containing username and organisation infor(organisation 1)
mation) to the authentication module, alongside
the required information of the transaction. The
authentication module validates the token.
During these steps, the following information is
sent by the HPA to the PrB: username, organization, id, date, and status (INITIALISED).

5,6

The transaction is processed by the blockchain
client and sent to the blockchain peer.

Blockchain application
(organisation 1)

7,8,9,10,11

The blockchain peer executes the corresponding
smart-contract and sends the transaction to
the consensus module. Upon consensus, a block
containing the transaction is communicated over
the network.

Blockchain application
(organisation 1)

12,13

Nodes from organisations 1 and 2 receive the
new block and update their ledgers.

Blockchain application
(organisation 1 & 2)

14,15,16,17,18

Upon the update on the ledger, the blockchain
peer verifies the risk information for both
organisations and executes another transaction
that changes the status to RISK_ACCEPTED. After
the consensus, the transaction is included in a
block and sent to the network.

Blockchain application
(organisation 1)

19,20

Nodes from organisations 1 and 2 receive the
new block and update their ledgers.

Blockchain application
(organisation 1 & 2)

21,22,23

PA2 triggers a transaction to update the state of
the request to PATIENT_ACCEPTED providing an
authorization token that will be validated by the
authentication module.
During these steps, the following information
is sent by the HPA to the PrB: username,
organisation, id, and status (PATIENT_ACCEPTED).

Blockchain application
(organisation 2) and PA

24,25

Upon token validation, the transaction is
processed by the blockchain client and sent to
the blockchain peer.

Blockchain application
(organisation 2)

26,27,28,29,30

The blockchain peer executes the smart-contract
and sends the transaction’s update to the
consensus module. Upon consensus, a block
containing the transaction is communicated over
the network.

Blockchain application
(organisation 2)

31,32

Nodes from organisations 1 and 2 receive the
new block and update their ledgers.

Blockchain application
(organisation 1 & 2)

33,34,35,36

HPA1 and HPA2 are notified by their
organisations through the blockchain that the
patient accepted the request

Blockchain application
(organisation 1 & 2)

37

The EHR transfer is completed

Organisation 1 & 2
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38,39,40

HPA2 triggers a transaction to update the state
of the request to DATA_TRANSFERRED providing
an authorization token that will be validated by
the authentication module.
During these steps, the following information
is sent by the HPA to the PrB: username,
organisation, id, and status (DATA_
TRANSFERRED).

HPA

41,42

The transaction is processed by the blockchain
client and sent to the blockchain peer.

Blockchain application
(organisation 2)

43,44,45,46,47

The blockchain peer executes the smart-contract
and sends the transaction’s update to the
consensus module. Upon consensus, a block
containing the transaction is communicated over
the network.

Blockchain application
(organisation 2)

48,49

Nodes from organisations 1 and 2 receive the
new block and update their ledgers.

Blockchain application
(organisation 1 & 2)

50,51,52,53

After being notified of the transaction attesting
to the update from HP2; HPA1 is notified of the
event.

Blockchain application
(organisation 1)

54,55,56

HPA1 triggers a transaction to update the state
of the request to DATA_RECEIVED providing an
authorization token that will be validated by the
authentication module.
During these steps, the following information
is sent by the HPA to the PrB: username,
organisation, id, and status (DATA_RECEIVED).

Blockchain application
(organisation 1)

57,58

The transaction is processed by the blockchain
client and sent to the blockchain peer.

Blockchain application
(organisation 1)

59,60,61,62,63

The blockchain peer executes the smart-contract
and sends the transaction’s update to the
consensus module. Upon consensus, a block
containing the transaction is communicated over
the network.

Blockchain application
(organisation 1)

64,65

Nodes from organisations 1 and 2 receive the
new block and update their ledgers.

Blockchain application
(organisation 1 & 2)

66,67,68

After treating the patient, HPA1 triggers a
Blockchain application
transaction to update the state of the request to (organisation 1)
CLOSED providing an authorization token that will
be validated by the authentication module.
During these steps, the following information
is sent by the HPA to the PrB: username,
organisation, id, and status (CLOSED).

69,70

The transaction is processed by the blockchain
client and sent to the blockchain peer.

Blockchain application
(organisation 2)

71,72,73,74,75

The blockchain peer executes the smart-contract
and sends the transaction’s update to the
consensus module. Upon consensus, a block
containing the transaction is communicated over
the network.

Blockchain application
(organisation 1)

76,77

Nodes from organisations 1 and 2 receive the
new block and update their ledgers.

Blockchain application
(organisation 1 & 2)
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Conclusions
Interconnecting the health providers would raise additional security concerns since the communication between two entities can only be secure when none of them has been compromised. In CUREX,
we tackle this issue by having the cybersecurity and privacy risk scores calculated for each communicating hospital stored in advance on the blockchain, a technology with strong immutability features.
The proposed architecture and design described in this paper, follow a privacy-by-design approach
and default mindset that enables the proposed solution to benefit from the characteristics of blockchain technology while ensuring GDPR compliance. By storing data in the blockchain, CUREX can provide traceability and auditability, while also aiding in making health data exchange in a more secure
way. Storing the cybersecurity and privacy risk scores in the blockchain ensures the integrity of the
data and enables automated auditability processes, which contributes to increase trust between the
partners. It also helps securing the data transfers, as both parties can access the risk scores of the
involved organisations, thus knowing if either the recipient or sender have the desired security and
privacy levels according to pre-defined and configurable preferences. The whole process is communicated to the participants through the CUREX end-user applications, which empowers patients to take
control over their health data. Finally, the modularity of the final architecture and its implementation
yields a solution with a strong capacity to evolve and adapt to new use cases and future challenges.
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