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Risk Management for Health Data Exchange
The evolving capabilities of adversaries have compelled organisations to consider cyber security
more seriously. Despite an increase in the global spending on cyber security products and services,
there has been an increase in the number of cyber incidents. Phishing attacks have increased by
11% and social engineering attacks by 13% since 20201 . The Internet Crime Complaint Report
found that there were 791,790 reported cyber incidents globally in 2020, which works out to be
one incident every 39.8 seconds. As a result of the increasing incidents, cyber security readiness is
emerging as one of the critical components for the survival and growth of organisations. Over the
years, security research has primarily focused on preventing successful attacks against a system or
network. However, thwarting all attacks would require protecting every single element of a network.
This demands substantial investment from the defender. A primary goal of the defender, any entity
responsible for protecting an organisation, a network, an infrastructure, or even a simple device, is
to prevent any form of loss as a result of the actions from a malicious entity. In most situations, it
is either impractical or economically infeasible for the defender to prevent all attacks, as seen with
Stuxnet, NotPetya, and Solarwinds security breaches.
Where complete protection is an unattainable objective, methodologies need to be developed to
optimise the decisions of stakeholders (such as Chief Information Security Officers and Security
Managers) in reducing the risks to acceptable levels. These developed methodologies should support
decision makers in not only preventing cyber-attacks but also suggesting means to mitigate the
effects of successful attacks. In other words, the methodologies must minimise the chances of
successful exploits by reducing the vulnerability across as many assets as possible. And if there is a
successful breach, they must ensure that the organisation will only sustain tolerable losses. Further,
the range and scope of evolving cyber-attacks makes it more crucial to prioritise how organisations
defend themselves.
Cyber risk management utilising frameworks (e.g., ISO 27001, NIST Cybersecurity Framework) is
not always straightforward. It demands planning procedures and policies aimed to control risk and
implementing security controls, together with security tools. Choosing cyber security controls is an
essential part of cyber risk management. But, first, the decision makers must assess the current
level of cyber risk faced by their organisation. Security failures and security breaches have direct
consequences on how organisations function, with impacts not limited to revenue loss but also
include reputational damage and legal costs. Cyber risk management, like any risk management
process, includes three phases: (a) risk identification which is the examination and documentation of
the cyber risks that an organisation face; (b) risk assessment which determines the possible impact
of the identified threats; and (c) risk control which is the application of countermeasures to reduce the
risks [1]. It is crucial to understand that cyber risk is not the same as any risk that a system is exposed
to, rather it is limited to risks caused by cyber threats.
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This document presents components of the CUREX project which are used to characterise and assess
cybersecurity and privacy risks, and identify technical controls and human-centric safeguards to
mitigate the risks for a healthcare organisation. In particular, the document details the development
of (i) the Cybersecurity Assessment Tool (CAT) for risk assessment; (ii) Privacy Assessment Tool (PAT)
for privacy assessment in line with GDPR; (iii) Optimal Safeguard Tool (OST) for best set of controls
to mitigate the identified cybersecurity and privacy risks; and (iv) Cyber hygiene recommendations
for training and awareness of employee groups in a healthcare organisation. Figure 1 presents the
CUREX architecture and highlights the components that this document focuses on. Additional details
on each tool can be found in the Work Package 4 deliverables3 of the CUREX project.

FIGURE 1. CUREX ARCHITECTURE

Cybersecurity Risk Assessment
A risk assessment, as defined by the ISO/IEC 27005 [2], is a process that determines the value of the
information assets; identifies the applicable threats and potential vulnerabilities; identifies the existing controls and their effect on the risk; determines the potential consequences; and finally, prioritizes
the derived risks and ranks them against the risk evaluation criteria set in the context establishment.
A risk assessment is a vital part of any cybersecurity analysis process that helps identifying the risk
at which an organization is potentially exposed and represents an important step towards protection
and prevention of confidentiality, integrity and availability issues. This section provides an overview of
the Cybersecurity Assessment Tool (CAT), its architecture design, inputs and outputs, as well as information about the interactions of CAT with other CUREX tools. It defines the risk assessment models
used in their analysis and provides information about its deployment and usage.
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CAT is a software component in charge of analyzing data coming from multiple sources and assessing
the risk level of an organization. CAT uses incident detection functionalities that provides the
capabilities of a SIEM solution which combines with the fact of being able to handle large volumes
of data to produce qualitative and quantitative scores of the cybersecurity risks an organization is
exposed to. It focuses on collecting and analyzing, in real-time, cybersecurity events and consolidate
a correlation of them for a risk assessment. Furthermore, CAT is able to prepare information for
management reports in order to improve cybersecurity awareness.
CAT uses CORAS method in the risk analysis process to generate graphical risk models. An important part
of the risk modelling stage is to create human-readable files, which provide graphical representation
of the risk models and serve as intermediate points to create the mathematical algorithms. Each
CORAS risk model has associated two kinds of assessment algorithms depending on the information
they provide, (i.e., measurable and not measurable):
•

CAT uses Dexi4 for the qualitative risk evaluation. Qualitative algorithms provide assessments
that cannot be measured. These algorithms produce qualitative overall reports with fuzzy logic
approach and generate assessments, from a high-level point of view, for each target and risk
within a risk model, and for the platform as a whole. The algorithms represent a qualitative
adaptation of risk models to Dexi scripts which will be executed by the CAT.

•

CAT uses R5 for the quantitative risk evaluation. Quantitative algorithms provide assessments
that can be measured. The results of these algorithms are monetary risk reports for each target
and risk. These algorithms are also a conversion of the risk models to R scripts to supply economic
loss estimations.

CAT is able to obtain the information of cybersecurity events by means of agents that are deployed
in different components and sub-systems. Figure 2 presents the architecture of CAT. The primary role
of CAT is:
•

Identifying the threats to which healthcare organizations are exposed to;

•

Quantifying the risk caused by a wide variety of threats during data exchange;

•

Identifying existing and planned controls for risk treatment;

•

Determining the potential impact of detected cyber threats on components (end-users’ assets)
involved in the process of data exchange among multiple healthcare organizations;

•

Providing business values (i.e., quantitative scores) associated to the organization, their assets,
their risk models and the confidentiality, integrity and availability consequences of these threats
against the healthcare business operations.
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FIGURE 2. CAT ARCHITECTURE IN CUREX
The main output generated by CAT is the risk assessment report that provides information about the
global cybersecurity risk (qualitative and quantitative) to which the target organization is exposed to,
as well as quantitative and qualitative cybersecurity risks per model, per target and per risk. Besides
qualitative and quantitative scores, CAT provides a list of mitigation measures that apply to each
risk model and that if implemented, should reduce risk levels down to acceptable values. Figure 3
presents the identified mitigation measures against SQL Injection. These mitigation measures are
shared with the Optimal Safeguard Tool (OST) for further analysis and optimisation.

FIGURE 3. MITIGATION MEASURES AGAINST SQL INJECTION FROM CAT

Privacy Risk Assessment
The Privacy Assessment Tool (PAT) aims to provide hospitals and care centres with the appropriate
privacy levels in complete alignment with the GDPR directives to protect patients’ privacy and
sensitive data. PAT assesses the privacy risks based on identified vulnerabilities of the ICT assets for
the infrastructure of the healthcare organisations. In this way, PAT informs the decision makers about
the privacy risk levels of the data processing activities and enables them to evaluate the degree of
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compliance of the healthcare organisation with the GDPR. PAT together with CAT comprise the CUREX
risk assessment toolkit, which provides an analysis of the privacy and cybersecurity risks identified in
the healthcare organisation with a list of potential mitigation measures to reduce their impact. The
overall role of PAT is:
•

Identifying the privacy threats to which healthcare organisations are exposed to;

•

Quantifying the privacy risk caused by a wide variety of threats including cyber threats;

•

Determining the potential cascading effects of detected privacy threats on components involved
in the defined processing activities;

•

Providing privacy scores (both qualitative and quantitative scores) to help in the decision-making
process and the prioritisation of mitigation actions.

PAT takes advantage of the monitoring information generated by the tools described in [3]. PAT
performs the necessary analysis on privacy risks based on the modelling of ICT assets as have been
identified by the Asset Discovery Tool, the vulnerabilities per asset identified by the Vulnerability
Discovery Manager (VDM). In addition, PAT takes as input the information regarding the internal
processing activities of the end-user such as compliance levels and processing activities required to
document how sensitive or personal data flow among the various entities and supporting assets as
an initial configuration step. Overall, by utilising the interdependency graphs, a security analyst of the
healthcare organisation can identify potential privacy risks through an asset, which encapsulate their
vulnerabilities and the potential privacy threats posed against them. In this way, the interdependency
graphs contribute, not only to the uncovering of privacy risky individual assets, but crucially, they

FIGURE 4. PAT ARCHITECTURE IN CUREX
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The functionalities of PAT are based on the requirements posed by GDPR, while it adopts globally
accepted standards and guidelines, such as CVSS for the vulnerability scoring, and CIS controls as a
pool of mitigation measures. Figure 4 presents the high-level PAT architecture including all the internal
components, interconnections among the components and the necessary input and outcomes. PAT
outputs a variety of results and reports for providing an overview of the GDPR compliance levels and
the privacy levels of the organisation. Figure 5 presents the cyber and privacy risk assessment scores
generated by PAT. The outputs of PAT and CAT are next given as inputs to the Optimal Safeguard
Tool (OST) which utilises mathematical formalisation, provided by combinatorial optimisation and
game theory, to support cybersecurity decision making. Such formalisation has clear benefits ranging
from efficiency, prioritisation, and clear expression of trade-offs in a quantitative manner to support
decision making.

FIGURE 5. PAT CYBER AND PRIVACY RISK ASSESSMENT SCORES

Optimal Safeguards
This section presents the Optimal Safeguard Tool (OST) designed to calculate optimal combinations
of safeguards to protect healthcare organisations from cybersecurity and privacy risks. Choosing cybersecurity safeguards is an essential part of cyber risk management. Identifying and implementing
measures to reduce the assessed risks generally include policies, procedures and technologies. The
fundamental means to control risks include: (i) Defend, (ii) Transfer, (iii) Mitigate, (iv) Accept, (v) Terminate and (vi) Sharing. This choice mitigates cyber risks by: (i) decreasing the likelihood of exploitations of an organisation’s assets due to improving its security level, and (ii) deterring the attackers
therefore reducing the likelihood of attack occurrence. These are just two positive consequences
directly related to risk assessment.
However, before deciding on a risk control strategy for a specific risk, an organisation must evaluate
all economic and non-economic consequences of the vulnerability leading to the risk. This evaluation
attempts to identify the actual and perceived advantages of implementing control. There are many
ways to decide the advantages and disadvantages of a control.
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The most common practice is through cost-benefit analysis. Cost-benefit analysis lets organisations
identify the economic feasibility of implementing cyber security controls and safeguards [1]. It builds
upon the rationality that organisations must not spend more to protect an asset than the value of
the asset to the organisation. Cost-benefit analysis, thus, has been used as a key component in the
development of OST. The aim of OST is to act as a decision-support tool for cybersecurity decisionmakers (e.g. CISOs). The overall role of OST is to:
•

determine the best cybersecurity strategies to mitigate cybersecurity and privacy risks within a
confined cybersecurity investment budget;

•

visualise the cybersecurity advice using a well-known framework of cybersecurity safeguards
by generating practical and detailed advice on tools and processes required to implement the
safeguards;

•

visualise the results of risk improvement to raise awareness of decision makers on how each
cybersecurity safeguard improves the security posture of the organisation by using the OST
Dashboard;

•

prioritise short-term cyber actions that the organisation must take against specific cyber threats
and risks identified by CAT.

OST consists of the OST Core and the OST Dashboard. The former implements the OST models of
cybersecurity control optimisation and cyber investment, while the Dashboard visualises both the
performance of the selected safeguards and the decision support guidance offered to practitioners.
Figure 6 presents the OST architecture including its components and connections. The optimal
selection of safeguards is performed using game theory and combinatorial optimisation. OST uses
the Critical Internet Security (CIS) Critical Security Controls list to identify the recommend safeguards
to mitigate the risks. Further, five attack classes such as malware attacks, web attacks, social
engineering attacks, Man-in-the-Middle attack and Dos/DDoS attacks have been considered in the
assessment. OST is equipped with capabilities for splitting a cybersecurity budget into the different
controls while maximising the degree of risk mitigation against these classes of attack.

FIGURE 6.OST ARCHITECTURE IN CUREX
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The OST dashboard, Figure 7, presents the recommended solution and enables the selection of prioritising safeguards obtained from CAT and PAT. In addition, the OST dashboard also presents the Cyber
Hygiene recommendations (Figure 8), discussed in the following section, to support awareness and
training of employees in a healthcare organisation.

FIGURE 7. CONTROLS RECOMMENDATION FROM OST

FIGURE 8. OST DASHBOARD WITH CYBER HYGIENE RECOMMENDATION BUTTON

Cyber Hygiene
In CUREX, we define Cyber Hygiene as “a set of strategies and associated measures in the form of
human-centric controls for raising cybersecurity and data privacy awareness of different employee
groups in healthcare organisations”.
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In this context, the main contribution is to design a risk-assessment methodology that aggregates
participants’ responses collected through a survey questionnaire to reveal (lower or higher) risks
related to various aspects of Cyber Hygiene and provide suggestions for remediation. The questionnaire
is developed to extract knowledge and assess the needs and gaps of different employee groups
at healthcare organisations. First, the proposed methodology identifies the proper strategy for a
specific risk, e.g., the cybersecurity awareness of the administrative employee group in a healthcare
organisation is low, which implies a high risk with respect to cybersecurity threats; so, the strategy
would be to reduce or mitigate the risk. Second, the methodology recommends a set of humancentric controls to implement the risk strategy and address the risk effectively, such as implementing
a cybersecurity awareness program, including cybersecurity in the agenda of internal meetings,
introducing nudges to motivate desirable behaviours, establishing a cybersecurity champion role in the
team or department, etc. Essentially, the survey provides insights about the employee cybersecurity
and data privacy awareness levels
The developed survey-based risk assessment methodology was applied to the CUREX pilot sites
and gathered responses on the existing cybersecurity policy and processes, current cybersecurity
awareness activities and training materials and security-related actions practices by employees
during routine activities to identify weaknesses in security procedures. The findings were used to
define some of the questions that are related to actions followed by different employee groups during
their daily tasks. They were also used to refine some of the questions and/or include additional options
in multiple choice questions, e.g., questions related to existing and preferred communication channels
for delivering and receiving cybersecurity and data privacy awareness messages and training material
[4]. In addition, having cybersecurity and data privacy practices enables the healthcare organisations:
(i) to gain more insights into the behaviours of their personnel when they review the results and findings
of the survey; (ii) to check whether the resulting risk level of a risk category is expected or not; (iii) to
verify the risk strategies for addressing each risk; and (iv) to prioritise the recommended controls to
address the risk. Table 1 highlights the recommended controls for the administrative personnel group
regarding the cybersecurity Awareness risk included in the Cyber Hygiene recommendation.

TABLE 1. RECOMMENDED CONTROLS FOR ADMINISTRATIVE PERSONNEL GROUP

Further, risks against employee groups were identified and the recommended human-centric controls
were proposed to improve the cybersecurity and data privacy awareness levels. The results and
findings demonstrate the applicability and value of the proposed methodology for Cyber Hygiene
to the healthcare sector. Importantly, they suggest that this methodology has the potential to be
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coupled with the recommendations from OST. The Cyber Hygiene recommendations would enable the
OST to recommend the optimal subset of both technical IT-based controls and human-centric controls
from a pool of available controls. Figures 9-13 present various findings from the cyber hygiene
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survey in three different healthcare organisations (HO1, HO2, HO3).
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FIGURE 9. SURVEY FINDINGS ON CYBER HYGIENE RISKS AT CUREX PILOTS
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FIGURE 10. SURVEY FINDINGS ON CYBER HYGIENE AWARENESS AT CUREX
PILOTS
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FIGURE 11. SURVEY FINDINGS ON DATA PRIVACY/PROTECTION AWARENESS
AT CUREX PILOTS
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FIGURE 12. SURVEY FINDINGS ON CYBERSECURITY TRAINING AT CUREX
PILOTS
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FIGURE 13. SURVEY FINDINGS ON DATA PRIVACY/PROTECTION TRAINING AT
CUREX PILOTS

Conclusions
This paper described the cyber risk management process employed in CUREX Risk Management for
Health Data Exchange module. The aim of this module is to effectively characterise, assess and address cybersecurity and privacy risks for a healthcare organisation. The risk management is achieved
through four main tools: (i) the Cybersecurity Assessment Tool (CAT); (ii) the Privacy Assessment Tool
(PAT); (iii) the Optimal Safeguard Tool (OST); and (iv) the Cyber Hygiene recommendations. A high-level architecture together with the main characteristics and interaction among the components are presented in the document. Finally, the results obtained from each tool were presented in the document.
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