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We are pleased to announce the publication of the
first issue of the CUREX newsletter.
If you are interested in cybersecurity and privacy in
healthcare, you are at the right place!
CUREX is a 3-year Research and Innovation Action
(RIA) from 2018 to 2021 funded under Horizon 2020
focusing on producing a novel, flexible and scalable
situational awareness-oriented platform, addressing
comprehensively the protection of the confidentiality
and integrity of health data. CUREX kicked-off in
Piraeus, Greece on 24-25 January 2019.
The vision of CUREX is to safeguard patient privacy
and increase their trust in the currently vulnerable
critical healthcare information infrastructures,
especially in cases where data is exchanged among
healthcare stakeholders within any business,
operational and systemic cross-border environment.
By leveraging novel methods on ontological
health data modelling, vulnerability discovery,
threat intelligence, cybersecurity, and privacy risk
assessment methodologies, and state-of-the art in
blockchain technologies for health data, CUREX aims
at enabling secure and authorized sensitive health
data exchange.
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STAY TUNED!

PROJECT INFORMATION

START DATE: December 1st, 2018

Stay updated on all our latest
news, developments, research
and general information
regarding the CUREX project.

END DATE: November 30th, 2021

Stay tuned @ www.curex-project.eu!

CUREX: seCUre and pwRivate hEalth
data eXchange
GRANT AGREEMENT ID: 826404

COORDINATOR:
University of Piraeus Research Center

This project has been funded by the European Union’s Research and Innovation Program
“Horizon 2020” under grant agreement No 826404

@CUREX_H2020
curexproject
CUREXH2020

SUBSCRIBE here to our newsletter!
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CUREX CHALLENGE
The Health sector’s increasing dependence on digital
information and communication infrastructures
renders it vulnerable to threats to privacy and
cybersecurity, especially as the theft of health data
has become particularly lucrative for cyber criminals.
At the same time, a breach of integrity of health data can
have dramatic consequences for the patients affected.
CUREX addresses comprehensively the protection
of the confidentiality and integrity of health data by
producing a novel, flexible and scalable situational
awareness-oriented platform. It allows a healthcare
provider to assess the realistic cybersecurity and
privacy risks they are exposed to and suggest
mathematically optimal strategies for addressing
these risks with safeguards tailored specifically for
each business case and application.

1

CUREX is fully GDPR compliant by design. At its core,
a decentralised architecture enhanced with a private
blockchain infrastructure ensures the integrity of the
risk assessment process and of all data transactions
that occur between the diverse range of stakeholders
involved. Crucially, CUREX expands beyond technical
measures and places emphasis also on improving
cyber hygiene through training and raising awareness
activities for a healthcare institution’s personnel.
Its validation focuses on the highly challenging
condition of (cross-border) health data exchange,
spanning patient cross-border mobility, remote
healthcare, and data exchange for research. CUREX
consortium will also utilise the outcomes of the
well-known MyHealthMyData project in a dedicated
demonstration that will use their blockchain-enabled
platform which will control the actual data exchange.
We envisage that CUREX will impact the European
market developing one of the first blockchain platform
for risk assessment management under the GDPR.

HEALTH DATA EXCHANGE
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RISK ASSESSMENT

CYBER HYGIENE

Healthcare data and ontologies
cybersecurity and privacy
vulnerabilities, threat intelligence
based on data analytics, advanced
honeypots, impact analysis.

Improved cybersecurity and privacy
culture in hospitals and care centres
through appropriate awareness activities.

TRUST ENHANCING
TECHNOLOGIES
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How the digital transformation of health
services is affecting the integrity of data

Blockchain based platform
and applications for enabling
auditability, accountability
and the use of smart contracts.

This project has been funded by the European Union’s Research and Innovation Program
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SECURITY AS A SERVICE
Innovative decision support
methods for recommending
optimal cybersecurity and privacy
safeguards, visualization of choice
for more effective decisions.
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CUREX PLATFORM

CUREX will deliver a blockchain-based platform
for enhancing trust in health data exchange

The CUREX Platform is composed of a great number
of components (e.g., models, applications, tools)
which depict the basic system architecture.

•

Trust Enhancing: includes a blockchain
deployment that stores data related to the
requests made for health records, enhancing
traceability of transactions and trust.
Information stored to the CUREX blockchain
will be GDPR-compliant.

•

Application and Visualisation: consists
of the patient and health professional
applications, which will interact with the
CUREX platform to evaluate and analyse the
possible risks associated to the data sharing
process. In addition, it includes the CUREX
Visualisation tool, able to display the platform
dashboard in a synthetized way to provide
useful and valuable information related to the
cybersecurity and privacy risks incurred in any
interaction of the end-user with the CUREX
platform.

The integrated CUREX Platform relies on a flexible and
agile architecture comprising of five discrete areas:
•

Asset and Vulnerability Discovery: involves
the tools and methodologies that discover the
systems and resources under a management
domain and identify possible vulnerabilities
associated to those resources.

•

Threat Intelligence: includes the analysis
of the discovered vulnerabilities and various
resources that will identify potential threats.

•

Risk Management: involves the analysis
and the generation of quantifiable risks that
consider both cybersecurity and privacy, and
the proposition of optimal safeguards and
cyber hygiene enhancing techniques based on
decision support systems.

The figure below outlines the main areas and tools of the CUREX platform
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USE CASES

The CUREX platform covers 3 different use cases and needs in the healthcare exchange domain:
1.

b. Risk assessment for a Point-Of-Care
System
Healthcare Point of Care systems systems
are platforms that incorporate devices and
applications in order to collect, process
and visualise data. As large amounts of
data, which contain personal identifiable
information and sensitive medical data, is
being communicated across various devices
or sensors, backend analytical platforms,
and user workstations or smartphones, there
are multiple threats that may cause data
leakages or breach incidents.

DATA EXCHANGE FOR CROSS-BORDER PATIENT
MOBILITY

In order to provide patient medical history and
facilitate diagnosis, cross border healthcare
services require the exchange of health data,
whether it is medical records or measurement/
examination results. This operational and
business shift means that risks that must be
mitigated, are originated from more than a single
healthcare organisation. Parties that participate
in an exchange of health data need to assess
their cybersecurity and privacy risks and mitigate
them.
2.

DATA EXCHANGE IN REMOTE HEALTHCARE
SERVICES

a. Risk assessment for an IoT Healthcare
Platform
The value of IoT technologies in healthcare
is obvious and widely researched, however
cybersecurity remains a serious challenge.
Most IoT devices are insufficiently protected
as vulnerabilities imposed/left in place by the
manufacturer, but most importantly by the
fact that most of them need to transmit data
over the public Internet exposing them to a
large attack surface.

This project has been funded by the European Union’s Research and Innovation Program
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3.

DATA EXCHANGE FOR HEALTHCARE RESEARCH

To assist medical science and research, the
requested medical information between
healthcare organisations such as hospitals and
research centres possess extreme value. It is
sensitive personal identifiable information which
should not be disclosed to unauthorised parties.
The data privacy of the patients is of outmost
importance due to societal reasons and legal
reasons which may affect organisations who
exchange and process data.
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CUREX EVENTS

CUREX at European and International events –
the highlights
4th Industrial Revolution: Technology
and Society
The Centre for Entrepreneurship (C4E) of the
University of Cyprus organized the 4th Innovation
& Entrepreneurship Forum: "4th Industrial Revolution:
Technology and Society" (IEF 2019) that took place
on Friday, April 19th, 2019. IEF 2019 aimed
at highlighting research results with a potential
for market exploitation and/or societal impact
and celebrated entrepreneurial success, by awarding
individuals or teams that excelled in innovative
entrepreneurship in Cyprus or abroad.
Read more

32nd IEEE International Symposium
on Computer-Based Medical Systems
The 32nd IEEE International Symposium on
Computer-Based Medical Systems (IEEE CBMS2019)
was held at the Maimónides de Investigación
Biomédica de Córdoba and at the Hospital
Universitario Reina Sofia in Cordoba, Spain, from
the 5th to the 7th of June. CBMS is a worldwide
known symposium that promotes the exchange
of ideas and technologies between academic
and industrial scientists for medical systems.
Read more
4th South-East Europe Design Automation,
Computer Engineering, Computer Networks
and Social Media Conference
The CUREX project has been successfully presented
at the 4th South-East Europe Design Automation,
Computer Engineering, Computer Networks and Social
Media Conference (SEEDA-CECNSM 2019), which was
held on September 20-22, 2019, at the University
of Piraeus, Greece. SEEDA-CECNSM 2019 provided
an international technical forum for experts from
the engineering industry and academia to exchange
ideas, innovations, and present the results of ongoing research in the most state-of-the-art areas.
Read more

This project has been funded by the European Union’s Research and Innovation Program
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CUREX EVENTS

CUREX at European and International events –
the highlights
International Conference on Web Intelligence
2019 - Workshop on Security and Privacy
in Healthcare
On October 14th, 2019, CUREX successfully
organized its first International Workshop on Security
and Privacy in Healthcare (SPH), in Thessaloniki,
Greece. The SPH workshop was held in conjunction
with the 18th Web Intelligence conference (WI’19).
Four scientific papers were presented by their
respective authors who travelled to Thessaloniki to
present their work. Fruitful discussions took place and
representatives of other EU H2020 projects showed
great interest in future collaborations with CUREX.
Read more

Global Blockchain Congress CONVERGENCE 2019
The Global Blockchain Congress took place
in Málaga, Spain, between 11 and 13 November
2019. A special session, dedicated for H2020
projects developing blockchain-based solutions for
healthcare, was organised in order to discuss the
possibility of collaborations in this matter. CUREX
project was presented and a discussion about
opportunities and challenges in the topic followed.
Read more

Discover more events
where CUREX was present at
curex-project.eu/content/
newsevents
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H2020 SYNERGY
CUREX has built strong cooperation links with Horizon
2020 projects dealing with cybersecurity in health
sector. The six projects already paved the way for
mutual dissemination and communication activities.
Cyber protection in the health sector needs a holistic
Cyber Security overview. In this context, CUREX has
built strong cooperation links and joined forces
with Horizon 2020 projects, establishing H2020
Synergy, in order to increase collaboration together
with ASCLEPIOS, PANACEA, SAFECARE, SPHINX and
FeatureCloud projects.
For more information about the H2020 Synergy CLICK HERE

@CUREX_H2020

curexproject

CUREXH2020

Visit our website: www.curex-project.eu
Contact us: info@curex-project.eu
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